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SECURING GLOBAL ROUTING THROUGH 

MANRS INITIATIVE 

 

Introduction: 

The internet as we know it is the exchange of information in a process known as 

routing between multiple distinct autonomous systems (an autonomous system 

(AS) is the basic unit of network operations and routing policy), these autonomous 

systems announce/ exchange their prefixes (which are blocks of contiguous IP 

addresses. E.g., the notation 128.100.0.0 /16 represents all the IP addresses starting 

with 128.100, a 16-bit prefix). 

The exchange of information or routing between different autonomous systems is 

accomplished by using the Border Gateway Protocol (BGP), BGP structures the 

way autonomous systems communicate information about how to reach IP 

prefixes. 

The importance of route security? 

Throughout the history of the Internet, collaboration amongst participants and 

shared responsibility for its smooth operation have been two of the pillars 

supporting the tremendous growth and success of the Internet, as well as its 

security and resilience1. But the open nature of the Internet also leads to risks 

including Routing threats as shown below: 

Threat Explanation Repercussion solution 

BGP 

hijacking 

BGP hijacking is when an 

attacker disguises itself as 

another network; it 

BGP hijacking 

leads to packets 

being forwarded 

BGP hijacking 

can be solved by 
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announces network 

prefixes belonging to 

another network as if 

those prefixes are theirs. 

If this false information is 

accepted by neighboring 

networks and propagated 

further using BGP, it 

distorts the “roadmap” of 

the Internet 

to wrong places 

and can cause 

denial of service 

(DoS) attacks or 

traffic 

interception.  

strong filtering 

policies. 

IP address 

spoofing 

IP address spoofing, or IP 

spoofing, is the forging of 

a source IP address field 

in IP packets with the 

purpose of concealing the 

identity of the sender or 

impersonating another 

computing system 

IP address 

spoofing is the 

root cause of 

reflection DDoS 

attack 

IP address 

spoofing can be 

solved by source 

address 

validation. 

Route leak. Route leak is the 

propagation of routing 

announcement(s) beyond 

their intended scope. For 

example, an 

announcement from an 

autonomous system (AS) 

of a learned BGP route to 

Route leak can be 

used for traffic 

inspection and 

reconnaissance. 

Route leaks can 

be solved by 

stronger filtering 

policies 
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another AS is in violation 

of the intended policies of 

the receiver, the sender, 

and/or one of the ASes 

along the preceding AS 

path. 

 

 

Introduction to MANRS? 

MANRS: Mutually Agreed Norms for Routing Security, is a global initiative, 

supported by the Internet Society, that provides crucial fixes to reduce the most 

common routing threats. Network operators (Enterprise, ISP, CDN, Cloud 

providers …) have a responsibility to ensure a globally robust and secure routing 

infrastructure. The following can join MANRS: 

1. ISPs. 

2. IXP. 

3. CDN and cloud provides. 

4. Enterprises. 
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1. Global validation. In order to  facilitate validation of routing information on 

a global scale, network operators must publish their routing information so 

that other parties can validate it. 

1.1  A Network operator has a publicly documented routing policy, ASNs and 

prefixes that are intended to be advertised to external parties. 

2. Filtering. In order to prevent propagating of incorrect routing information, 

network operators must ensure the correctness of their own announcements, 

and announcements from their customers to adjacent networks with prefix 

and AS-path granularity. 

2.1 Network operator defines a clear routing policy and implements a system that 

ensures correctness of their own announcements and announcements from 

their customers to adjacent networks with prefix and AS-path granularity. 

2.2  Network operator is able to communicate to their adjacent networks which 

announcements are correct. 

2.3 Network operator applies due diligence when checking the correctness of 

their customer’s announcements, specifically that the customer legitimately 

holds the ASN and the address space it announces. 

3. Anti- spoofing. In order to prevent traffic with spoofed source IP address, 

network operators must enable source address validation for at least single-

homed stub customer networks, their own end-users, and infrastructure. 

3.1 Network operator implements a system that enables source address validation 

for at least single-homed stub customer networks, their own end-users and 

infrastructure. Network operator implements anti-spoofing filtering to 

prevent packets with an incorrect source IP address from entering and leaving 

the network. 
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4. Coordination. In order to facilitate global operational communication and 

coordination between network operators, they must maintain globally 

accessible and up-to-date contact information. 

 

Becoming a MANRS Participant? 

To become a MANRS participant you only need to visit https://www.manrs.org/ 

and implement at least one of the MANRS Actions (though not solely the 

Coordination Action), after that you will be entitled to use the MANRS badge as 

well as being listed on routingmanifesto.org website. By joining MANRS you will 

help to dramatically improve Internet security and reliability as well as fostering 

trust and joining the ranks of many technology giants already implementing MARS 

in their network such as Amazon, Cloudflare, Facebook, Google, and Netflix..  

 


